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Introduction – Me, PCC

Who has never had a problem with communication on a PROFIBUS network?

I have given several presentations over the last few years where I have gone 

about showing all the types of things that can go wrong on a PROFIBUS 

systems. The main point behind those presentations was to try and bring to a 

focus the importance of getting people that know what they are doing to install 

systems – over and over I have emphasised the point that installation faults 

are the cause of more than 90% of all PROFIBUS related downtime. 

In fact I remember on customer coming up to me after such a talk to 

compliment me by say – “You were scary!” These scare tactics although real 

concerns may have gone a little too far and given some the impression that 

PROFIBUS is this big beast and woe to them that start to have problems… I 

want to redress some of that today by giving you a “behind the scenes” look 

into how PROFIBUS systems can be diagnosed. 

It will be quite technical but I think that you may be quite surprised what simple 

sense all of what I will tell you will make. I don’t expect that you will arrive back 

at your plants and go and sort out the next problem in 5 minutes… I only have 

a hour with you but I really do hope to make you feel more comfortable about 

what can be done to prepare staff to troubleshoot PROFIBUS, what tools and 

training will make their lives easier and perhaps remove some of the mystery 

and magic behind how PROFIBUS operates. 2
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Firstly, just for completeness I need to mention that we have several 

different kind of diagnostics that take place on a PROFIBUS system:

Process Diagnostics

Indicate process values outside acceptable ranges. Sensor drift / 

process response required

System/Device diagnostics

PROFIBUS has a built in diagnostics mechanism to report such 

problems and as long as it has been implemented in your SCADA this 

information should be available to you. 

Communications Breakdowns

Can’t get diagnostics on this because the mechanism to read these 

diagnostics is broken! 
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Communications break down is relatively simple – must be the cable.
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If an installer arrives at your site and all he as is a multimeter – be 

afraid!

Don’t throw it away, I still carry mine around in my bag. But you cannot 

expect to find your problem in a hurry without something more 

advanced. 
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Zoom up inside the cable…. Lay some foundations

Red and Green Line, Data + Data -, Differential Signal

Bus drivers attached to the bus one is switched to transmit at a time. All 

are set to receive. It is imperative that only one bus driver is active at a 

time. The rest are “Tri-Stated”.

High frequencies. 

Attach a “High Speed” oscilloscope to A and to B. Not too hard? 
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This is what your signal should look like – nice square wave. 

Not always like this in practice!

Differential clears up common mode interference.
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Differential removes common mode noise! I have sinusoids of over 8v 

imposed on a PROFIBUS system – may hit opamp supply rails. 
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Bad but common situation… the bus often still works but is far more 

susceptible to interference and to fluctuations in ground potential!
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Real conductors have effects on high frequency signals that must be 

accounted for terminations prevent reflections. 
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What is the difference? We are operating at 3 different speeds. These 

are very short cables so the reflections die out quite quickly 
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Real conductors have effects on high frequency signals that must be 

accounted for. Another property of real conductors and real devices!
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Devices interfaces with a high capacitance tend to cause these little 

notches – many devices close together exacerbates this problem! Long 

spikes like this usually indicate too many devices close together on the 

bus.
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A new device has been added 
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Lecture 2 - Introduction to PROFIBUS

PROFIBUS Troubleshooting and Maintenance Course 17
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Someone cannot certify and installation with only an oscilloscope!
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ProfiTrace Ultra is the best as it combines all of the needed functionality 

in a single tool.
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Numerous tools provide you with this information. 

Could be before and after a repeater.
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Early versions of these tools were really basic and would just passively 

record what was taking place on the bus. These days they are far more 

intelligent
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This bus might have no problems / serious problems on a physical level 

– we need to investigate why these devices are not responding.
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When a device does not respond to a masters request the message is 

resent. When we see this we know that the bus has problems even 

though it may not yet have failed! 

It is kind of like having a heart murmur… not immediately life 

threatening but could be a problem!
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Definitely something not right!!
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There are some un-helpful attitudes out there and you are going to 

laugh… probably because you know someone (and maybe it is you) 

“Ignore it and hope it never gives problems!”

This is a bad idea because if something does happen you will be 

completely unprepared – you will not know where you can get help or 

where to start with sorting out the problem. 

“If there is a problem we will get the system integrator in”

They probably know as much as you… it is weird we will arrive on site 

and they have already rewired the panel with different connectors and 

decided to throw away the active terminators because they give more 

trouble than they are worth…

“We will replace things till it works again”

The most common troubleshooting strategy out there! Replace things 

even if we are not sure that they are faulty until the system is working 

again. 
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We have a bad attitude to training in this country – perhaps it has been 

caused by poor training institutions? Pay peanuts – get monkeys.

Very few of the candidates we have on our training courses sit and 

sleep and the few that do usually fail. 
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Good drawing make troubleshooting MUCH simpler!
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